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Abstract— Analysis of detectability of the kurtosis algorithm
for pulsed-sinusoidal Radio Frequency Interference (RFI) has
already been performed in detail. The detectability for wide-
band spread-spectrum RFI is investigated here. A commercial
RF communications product XBee is used for generating the
spread-spectrum signal which is fed to the Agile Digital Detector
(ADD) through a bench-top radiometer. ADD measures the
probability distribution function of the incoming signal. The
performance of the detection algorithm for spread-spectrum RFI
is characterized and compared to pulsed-sinusoidal RFI. The
sensitivity of the kurtosis algorithm with respect to the spectral
properties of the wide-band signal is also investigated.

Index terms — Microwave radiometry,
interference
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I. INTRODUCTION
Measurements made by space-borne microwave
radiometers operating at L- and C-band can be
corrupted by man-made Radio Frequency Interference (RFI)
signals. These interfering signals introduce error into the
geophysical science parameters estimated from the
measurements. Numerous techniques have been developed in
the analog and digital domain to detect and mitigate RFI from
microwave radiometer measurements [1, 2]. A detection
algorithm that measures the higher-order moments of the pre-
detection voltage for flagging RFI corrupted samples has been
successfully tested in various campaigns [3, 4]. The kurtosis
statistic is effective in detecting the deviation of an incoming
thermal signal from normality, and hence RFI is identified.
The performance of the detection algorithm has been
characterized for RFI sources that have radar-like pulsed
sinusoid properties [5]. The source of this RFI is primarily
air-traffic control radars and early warning defense radars that
operate near the L-Band region. As demonstrated in [5] the
kurtosis algorithm has high sensitivity to pulsed-sinusoid RFI
in most practical cases.
This paper considers the performance of the detection
algorithm for another major source of RFI, wide-band
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communication signals. This type of RFI is expected to be
dominant at urban centers. Specifically, spread-spectrum
signals are becoming ubiquitous with the growing popularity
of wireless technology. Low power RF devices with a long
battery life using spread spectrum communications are
becoming commonplace for applications such as Wireless
Personal Area Network (WPAN) and identifying chips
(RFID). Spread spectrum signals have noise-like spectral
properties and would be difficult to detect using conventional
threshold detection techniques.

In order to generate the spread-spectrum signals a
commercial RF communication module based on the IEEE
802.15.4 standard called XBee is used. To evaluate its effect
on a typical radiometer operation the signal is demodulated
and coupled into a bench-top radiometer before feeding it into
the Agile Digital Detector (ADD) used for measuring the
histogram of the incoming signal [3]. ADD divides the
incoming signal into eight frequency sub-bands to improve
RFI detectability.

By varying the power level of the incoming RFI signal, it is
found that the kurtosis algorithm is able to detect the presence
of spread spectrum signals with a relatively high sensitivity.
Analysis of the histogram of the spread spectrum signal
suggests that, even though spread spectrum modems have
noise-like power spectra, the probability distribution of their
radiated amplitude is not the same as that of thermal noise.
The kurtosis algorithm can reliably detect low-level spread
spectrum RFT that is approximately three times the noise floor
of the radiometer. This sensitivity threshold is less than that
for low duty-cycle radar-like pulsed sinusoidal RFI signals.

In Section II, we give a brief background on the kurtosis
detection algorithm.  The performance of the detection
algorithm for pulsed sinusoidal RFI is summarized in Section
III.  Section IV describes the hardware setup used for the
experiment and Section V presents the results obtained by
injecting spread-spectrum RFI into a radiometer noise signal.

1L KURTOSIS DETECTION ALGORITHM

Thermal emission sources measured by a radiometer are
inherently random in nature. These sources include natural
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emission from the observed scene as well as radiometric noise
generated due to ohmic losses and active components of the
hardware. If the incoming signal is thermally generated, the
probability distribution of its amplitude will be normally
distributed. Man-made sources such as RFI mostly have a
non-Gaussian distribution. The kurtosis algorithm tests the
normality of the measured signal.

ADD measures the histogram of the incoming signal, from
which the 2™ and 4™ central moments are measured. The 2™
central moment is proportional to the radiometer system
temperature Ty, The n™ central moment is given by

m, = (= () (1)
where x(t) is the pre-detection voltage signal and <>
represents the expectation of the measured signal. Taking the
ratio of the 4™ central moment to the square of the 2™ central
moment gives the kurtosis, or

o= 2)
m,

The kurtosis equals three when the signal is purely Gaussian
and no RFI is present. The kurtosis is independent of the
natural variation in the observed brightness temperature.
Ideally, the ratio deviates from three in the presence of a non-
Gaussian interfering signal. Such a sample is then flagged as
being corrupted by RFI and discarded. The kurtosis parameter
itself is influenced by digitization factors such as clipping, bit
length, number of samples, correlation etc and there is a
standard error associated with its measurement due to a finite
integration time.

III.  PULSED-SINUSOIDAL RFI AND KURTOSIS
The pulsed sinusoid is considered to be the typical type of RFI
and kurtosis performance has been characterized with respect
to such an interfering source [5, 6].

2Igurtosis value with pulsed-sinusoidal RFI(0.01% duty-cycle)
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Fig 1: Plot indicating change in kurtosis as a function of the RFI
magnitude for pulsed-sinusoid interference with a 0.01% duty cycle.
The dashed line indicates the kurtosis 3¢ detection threshold

For pulsed sinusoids,
algorithm depends on its duty cycle and amplitude.

the performance of the kurtosis
The

kurtosis is below three if the incoming RFI is a continuous-
wave (CW) signal and above three if the duty cycle is below
50%. The algorithm is extremely sensitive to RFI with a low
duty cycle, and it has a blind-spot for sinusoids with a 50%
duty cycle. Since radars typically operate at very low duty
cycles, the kurtosis can detect low-level RFI near the NEAT
level. Figure 1 indicates the minimum detectable RFI for a
duty cycle of 0.01% and kurtosis threshold of three times the
kurtosis standard deviation. As shown in Fig. 1, the kurtosis
algorithm can detect RFI with power levels as low as the
NEAT level.

IV.  XBEE AND ADD HARDWARE SETUP

XBee is a commercial product developed for creating wireless
networks with lower data rate, simple connectivity and battery
operation in mind [7]. XBee operates using the IEEE 802.15.4
standard for wireless communication. We operate the XBee
transceiver module in the 2.400-2.4835GHz range. The
frequency scheme is shown in Fig. 2. The device has 16
channels that are approximately SMHz wide. It operates using
the Direct Sequence Spread Spectrum (DSSS) technology
using Offset Quadrature Phase-Shift Keying (O-QPSK).
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Fig 2: Frequency scheme of IEEE 802.15.4 communication standard
[7]

The device is configured to operate at 2.410GHz. The
signal from XBee is split, with half of it coupled into the
demodulator and radiometer and the other half coupled to an
antenna that transmits and receives data from another XBee
transceiver in loop-back mode.

The output from XBee is demodulated down to a frequency
near 25.5MHz and fed into ADD. ADD then digitizes the
incoming signal at 110 MSa/sec before sending it to a bank of
eight sub-band poly-phase filters that operate from overl5 to
39 MHz, with each sub-band 3MHz wide. The output of each
sub-band is processed by totalizers that calculate the discrete
pdf of the incoming signal every 36ms. The resulting XBee
signal falls in sub-band 4, and it can be further swept between
15 to 39MHz by varying the LO frequency of the demodulator
before ADD.

V.  SPREAD-SPECTRUM RFI AND KURTOSIS
Spread-spectrum signals are generally below the noise
threshold of a receiver and have noise-like qualities due to
their low SNR. Analysis of the discrete pdf obtained from
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ADD indicates a non-normal probability distribution of spread
spectrum signals. Fig. 3 indicates the normalized histograms
of clean 36ms period data and two 36ms period data corrupted
with spread-spectrum RFI. The pdf of spread-spectrum RFI
corrupted signals is generally wider at the base than clean data
samples. Higher powered RFI have “bumps” at the outliers
giving rise to a high kurtosis value. In this sense, the spread-
spectrum RFI corrupted histogram is similar to those of
pulsed-sinusoid RFI corrupted Gaussian noise.
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3: (a) Normalized histogram of the signal received by ADD for a
clean sample (solid line), RFI corrupted sample with power S1 (dash-
cross) and RFI corrupted sample with power S2(dashed) (S1 > S2)
(b) Histogram tail (zoomed) showing “bump” of RFI corrupted

sample

The kurtosis also seems to perform well for lower-level RFI
signals near the NEAT value. Fig. 4 indicates the deviation of
the kurtosis value with respect to RFI power in terms of NEAT
units. The kurtosis has a monotonic dependence on the power
of the spread spectrum signal. The dashed line in the figure
indicates the kurtosis threshold similar to Fig. 1. The kurtosis
algorithm manages to detect RFI as low as 5 to 6 times the
NEAT level.

Kurtosis value with spread-spectrum RFI
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Fig 4: Plot indicating change in kurtosis as a function of the RFI
magnitude for spread spectrum interference. The dashed line
indicates the kurtosis 3¢ detection threshold

The above results are presented when the spread spectrum
signal is centered in one of the sub-bands of ADD. Since the
bandwidth of the signal is SMHz and the sub-bands are 3MHz
wide, a majority of the signal spectrum is within one sub-
band. Fig. 5 indicates kurtosis values when the signal
spectrum is swept across the frequency sub-bands by changing
the LO of the demodulator. As a result, the spectrum is
divided amongst adjacent sub-bands. Kurtosis values are
higher when the spectrum is offset within a sub-band
compared to when the spectrum is centered for the same RFI
power values. Detectability thus improves when the power
spectrum of the RFI becomes less uniform.

Detectability of Spread Spectrum Interference
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Fig 5: Kurtosis values when the spread spectrum signal is offset in
frequency from the center of sub-band 4 of ADD. The straight line
represents the kurtosis detection threshold

The solid line in Fig. 5 indicates the detection threshold of
the kurtosis algorithm. The signal is swept from -1.5MHz to
+1.5MHz with respect to the original local oscillator
frequency. At 0 MHz, the signal is centered in sub-band 4, at
+/-1.5MHz the spread-spectrum signal is evenly divided
between sub-bands 4/5 and 3/4, respectively.
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V. CONCLUSION AND DISCUSSION
RFI mitigation performance of the kurtosis detection
algorithm has been previously analyzed for pulsed-sinusoidal
radar-like RFI. In this paper we present results from a
laboratory experiment investigating the detectability of wide-
band spread-spectrum communication signals.

In order to generate such RFI signals a commercial product
XBee was used that implements a popular protocol suite for
WPANs. The XBee signal was coupled into a bench-top
radiometer that demodulates the signal down from 2.4GHz to
nearly 25.5MHz before it is fed into ADD. ADD is
responsible for spectrally dividing the incoming signal and
measuring the discrete pdfs, which are then used to calculate
the kurtosis.

The discrete pdf obtained from ADD suggests that even
though spread-spectrum signals have noise-like spectral
properties, the probability distribution is non-Gaussian. This
makes it possible to detect using the kurtosis algorithm. The
algorithm can detect RFI at power levels near the NEAT level.
The algorithm is somewhat less sensitive to spread-spectrum
RFI compared to low duty-cycle radar-like RFI. Results
indicate that the kurtosis was higher as the signal was swept
across ADD sub-bands. This suggests that the kurtosis
sensitivity increases as the wide-band or “spreading”
properties of the signal decrease.
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