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Project Goal
mechanisms can be designed to enhance
adaptivity, robustness, flexibility—and th

To show thatomputational mar ket
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Making distributed decision-
support environments survivable

the system is fundamentakystributed

system performance is measured by how
well the information services contribute ta

decision quality

survivability:

— resourcesvill be lost or degraded from time t¢
time

— the system should dynamically re-configure t

provide the best mix of services after a reso
loss




Characterizing a distributed
decision-support environment

resources

— physical (RAM, wires, &c.)

— services (computation, lookup, scheduling)
— other (time, space, attention, expertise)

agents

— goal-directed
— can reason about resources and actions
— fundamental decision unit: human or artificial

allocation mechanisms
— assign resources to agents




Resource allocation

every decision Is really abotgsource
allocation: choosing to employ a limited
resource for one purpose In lieu of others

focusing on resources:

— performance under attack depends on the
delivery of information resources to users

— highlightstradeoffs among alternative activitie

— characterizingnultiagent interactions in terms
of resource transfers simplifies interfaces
between agents




Resource allocation 2

agents use resources 1o
— consume

— Invest to produce new resources for later
consumption or exchange

state summaryan allocation
— list of agents
— their resource endowments

— their commitments to engage In future resou
exchanges




Resource allocation 3

state transitions fully characterized by
— resource transformations

— exchanges

— changes In future commitments

state transitions are determined by a
mechanism
— we study a class of market mechanisms: age

submit messages to institutions which then
specify the new allocation




Resource allocation 4

markets allocation is defined by a set of
pricessuch that . . .

— ... every agent may exchange as much as |
desires at the going price

— prices specify the terms of exchange: one u
of resource 3 may be exchanged@ggf p, units
of resource 7




Resource allocation 5

problem often decomposes

— agents participatexternally in a mechanism to
determine their available resources

— theyinternally apply these resources as they
fit

— If there are nexternalities then there are no
Interactions between agents in the resource
application problem




Agents

maximize a utility function subject to
— constraints on resources (budget)
— constraints on technology (production functi

two major types

— consumers
e e.g., the human users of the system

e consumer valuations ground the ultimate measu
system performance

— producers

 transform input resources (e.g., data, time, CPU
cycles) into outputs
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e need no knowledge of others

e good for survivability
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— e.g.,Pareto efficiency




Allocation 2

market mechanisms often have nice

properties: the two Fundamental Welfare

Theorems

— First all competitive (price-taking) equilibria
are Pareto efficient

— Secondfor a wide class of agent preferences
and technologies, a competitive allocation ca

be designed to implement any Pareto efficie
allocation




Allocation 3

market prices direct the response to
disruption

— competitive equilibrium prices are the shado
values of the overall system optimization

— they convey relative system scarcity of each

resource

— as a resource degrades or disappears, all of
shadow values adjust

— therefore, no loss-of-service disaster “totally’
disables the system; whatever resources re
will be efficiently allocated to accomplish the
best possible outcome given the constraints
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Example: Downed Link

“reroute traffic to minimize the number of lost
packets” may seem sensible

but not If it results in delay or loss for some
critically important material

when not all services can be immediately resto
— which services to restore?
— to whom?

should depend on the relative value of the serv
to the different application streams, at the time of
the attack: must model both the network and
application services




Network level

to fulfill Quality of Service (Qo0S)
requirements, can reserve resources in 3
dimensions

— type and amount of resources required

— time between reservation and use of resourc
and

— strictness of the reservation guarantee

agents express intensity of preferences fc
resource bundles through bidding




Network level 2

three reservation types based on the time
between reservation and use of resource

— advance,

— Immediate, and

— In situ

reservations may also differ in the strictne
of their contractual bounds




lle

L or
the

ications

Applications |evel

©
—
@]
=
M
-
W
D
it
x
D
D
L
I
L
@)
"
)
>
©
A'4
| -
@]
=
D
-

processing, interpretation, selection
other value-added transformations app

[=)
(@
M
| -
D
L
)
@)
&
@)
—
7
D
O
-
>
@)
(7p
(D)
| -
@)
it




Applications level 2

example: directory service requires . . .

— network services for delivery of queries and
responses

— directory records and updates from other
Information applications, and

— authentication and authorization services




Applications level 3

In practice, many different applications,
requiring different mix of resources

— market-based approach well-suited to
coordinate responses across the many differ
applications and users that rely on the disrug
service




Example system

two-layer model: network and application:

other sensor
processing...

endowment

Applications
Network

<

utility

consumers
(commanders)

producers



Example cont.

Problem: deploy the available resources t
sensing, processing, and communication:
activities so as to maximize the value of t
resulting information to the commanders

assignments of resources to particular
activities Is done by individual agents

— each resource Is represented by an agent
— each agent seeks own self-interest
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Example cont.: Disruption
Scenario

ect recognition service requires both
nlications and network services:

packet-delivery network service

Image data from sensor agents, and
authorization and authentication services
supercomputer computation




Example cont.. Conseguences

suppose attack disables supercomputer s
some network links and some security
servers

Immediate consequences:

— net capacity temporarily insufficient;
congestion exacerbated by extra disaster
response communications demand

— sensing and security capacity is insufficient




Example cont.: Disaster
Response

urgent object recognition needs bid more
resources

— less urgent owners of network resources offe

them for sale as cost of holding on goes up

— likewise, prices for security and image data
Increase, so those with most urgent needs g
priority




Example cont: Response 2

Increased Input costs raise price of

recognition services to end users

— less urgent recognition consumers reduce
demands so the more scarce resources are
allocated to those with the highest value nee

prices rise and demands decrease until o

a feasible number of service requests are

made, and those by the highest value use




Example cont: Response 3

resources are dynamically reconfigured t¢
those activities that most value them, so
the diminished system provides a set of
surviving services that are best from the
viewpoint of the commanders




Some research 1ssues

Intertemporal resource allocatiadmow
many futures markets, how many time
periods, how many goods?

risk allocation uncertainty is fundamental
during disruption: need instruments to
Insure and hedge




Research 1ssues 2

strategic behaviooptimality results
assume agents act competitively, as price
takers. Some agents may have market
power to advance their individual goals,
sometimes at the expense of overall goal
by acting strategically




Research 1ssues 3

externalities physical laws, incomplete
property rights and incomplete markets c:
cause agents to care about other agents’
allocations -- externalities complicate the
search for efficient mechanisms

nonrival resourcesnany information good:
are nonrivalrous -- the material balance
constraint is inappropriate so the allocatic
mechanism needs modification
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resSources

negotiation protocol

allocation mechanism

banking and security services, and

enforcement
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